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Spooky Wireless:
Hands-on Ghostbusting Labs
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% whoami
Product Manager at Aruba Networks
Board Member for RF Hackers Sanctuary
Lead Developer Pentoo Linux
Developer Aircrack-ng
Extra Class Amateur Radio Operator
Wireless Hobbiest
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% whoami
Product Manager at Aruba Networks
Board Member for RF Hackers Sanctuary
Lead Developer Pentoo Linux
Developer Aircrack-ng
Extra Class Amateur Radio Operator
Wireless Hobbiest
Not a lawyer
Not your lawyer
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Legal disclaimer
https://www.fcc.gov/consumers/guides/interception-and-divulgence-radio-communications
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DefCon 27 Wireless Capture The Flag
We were here!
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DefCon 27 Wireless Capture The Flag
Now we are here!
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Why Linux?
Linux is an Open Source Operating System
Free as in Beer
Free as in Freedom
Supports “most” computers
Supports fun things that we want to do



13

Why Pentoo Linux?
Longest running “penetration testing” Linux distribution
Lots of documented support
Lots of wireless specific testing
Me
Truthfully, with a livecd it doesn’t matter so long as it works
https://pentoo.ch
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Simple Stuff
Read a news article about new Apple issue called apple_bleee
Google search gets us https://github.com/hexway/apple_bleee
Contains a wonderful README, which you can...read.
Follow the directions
Report bugs

https://github.com/hexway/apple_bleee
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Kismet
Kismet is a wireless network and device detector
https://kismetwireless.net/

Kismet works with Wi-Fi interfaces
Bluetooth interfaces
some SDR (software defined radio) hardware like the RTLSDR
and other specialized capture hardware

Well documented at https://kismetwireless.net/docs/
Report bugs
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Software Defined Radio
a radio communication system where components that have been

traditionally implemented in hardware
(e.g. mixers, filters, amplifiers, modulators/demodulators, detectors)
are instead implemented by means of software on a personal
computer or embedded system.*

Flexible
Hardest way to do one thing well
Only way to do everything

*paraphrased from wikipedia sdr entry
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GQRX
http://gqrx.dk/

http://gqrx.dk/doc/practical-tricks-and-tips

http://gqrx.dk/
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Universal Radio Hacker
https://github.com/jopohl/urh

Reverse Engineering Toolkit
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Universal Radio Hacker



20

Universal Radio Hacker
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Universal Radio Hacker
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GQRX
http://gqrx.dk/

http://gqrx.dk/doc/practical-tricks-and-tips

http://gqrx.dk/
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Links
https://wirelessvillage.ninja/
https://wctf.us/
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